BaperucTtpupoBaHo B MuHtocte PO 27 aHBapst 2012 r. Ne 23041

®depnepanbHas cnyx6a 6ezonacHocTu Poccuinickon ®enepauun
Mpukas

oT 27 pekabpsa 2011 roga Ne 795

06 yTBepxaeHumn TpeboBaHuM K chopme KBanupumumpoBaHHOro
cepTucmKaTa Knrova npoBEepPKU 3NIeKTPOHHOU NoANUCHU

B cootBeTcTBUMM C YacTbio 5 ctaTtbn 8 PegepansHoro 3akoHa ot 6 anpens 2011 r. Ne 63-903 "O6
3MEKTPOHHOM noanucKn" * npukasbiBato

* CobpaHue 3akoHogaTenbcTBa Poccuickon ®egepaummn, 2011, Ne 15, cT. 2036; Ne 27, c1. 3880.

yTBepauTb TpeboBaHusi kK hopme KBanuULMPOBaHHOTO cepTudMKaTa Kroya NpoBeEPKN 3N1EKTPOHHO
nognucu (npunaratTcs).

OvpekTop
A. bopTHMKOB

MpunoxeHue
k npukady ®CBb Poccuu ot 27
aekabpsa 2011 r. Ne 795

TpeboBaHusa Kk dopme KkBanncpumumpoBaHHoOro ceptudukara Krnroya
NPOBEPKN INTIEKTPOHHOWN NoANUCHK

. O6wme nonoxeHus

1. Hacrtoswume TpeboBaHus pa3pa60TaHb| B COOTBETCTBMU C PeepanbHbiM 3aKOHOM OT 6 anpens
2011 r. Ne 63-$3"06 anekTpoHHOM noanucu" (ganee - PegeparnsHbIN 3aKOH).

2. B HacTosawmx TpeboBaHMsIX MCNONb3YHTCA CNeayoLme OCHOBHbIE MOHATUSA, ONpeAeneHHbIE B
ctatbe 2deaeparnbHOro 3akoHa:

1) anekTpoHHas nognuce (ganee - 3M) - HpopMaLusA B aNEKTPOHHON hopme, KoTopas NpucoeanHeHa K
Opyron nHdopmaumm B aNeKTPoOHHON hopme (noanmcbiBaeMon nHopMaLmmn) unm nHbim obpasom cesizaHa C
Takon nHdopmaLmMen n Kotopas ncnonb3yetcsa Ana onpeaeneHus nuua, nognnceisaroLLero MHopmauuio;
2) kntoy A - yHMKanbHasa nocnegoBaTenbHOCTbL CUMBONOB, NpeHa3HayeHHasa ansa cosgaduns Ol

3) kntoy nposepku Al - yHUKanbHasa nocnegoBaTenbHOCTb CUMBOSIOB, OOHO3HAYHO CBA3aHHas C
kntoyoMm 3l n npegHasHavyeHHasa ansa nposepku nognuHHocTu Al (ganee - nposepka 3lM);

4) yaocToBepstowun ueHTp (ganee - YL) - topuamyeckoe nuuo unv HAMBUAyanbHbIN
npeanpuMHUMaTerb, OCyLLEeCTBSALLWME PYHKLUUN NO CO34aHMIO U Bbldaye CepTUGUKATOB KMOYen NpoBEPKM
3r, a Takke MHble PYHKUUK, NPeayCMOTpeHHble PefeparnbHbiM 3aKOHOM;

5) cepTudukar kntoda nposepkn Il - INEKTPOHHbIA JOKYMEHT UM AOKYMEHT Ha OyMaXkHOM Hocutene,
BblAaHHble YL nnbo goeepeHHbIM nuuom YL 1 nogTBepxaatowme npuHaanexxHocTb Krtoda nposepku Ol
Bnagenbuy ceptudmkaTa knoya nposepku 31;

6) KBanudmumpoBaHHbIn cepTudmkat knoya nposepku Ol (ganee - kBanUUMPOBaHHbIN
cepTudukar) - cepTudukart knroda nposepkun I, BblAaHHbIN akkpeaMToBaHHbIM YL nnu goBepeHHbIM
nunuom akkpegmToBaHHoro YL nnbo cdegepanbHbIM OpraHoM UCMONMHUTENbHOW BRACTH, YNONMHOMOYEHHbIM B
ctpepe ucnonb3osaHua 3l (danee - ynonHOMOYEHHbIN heaepanbHbIil OpraH);



7 Bnageney ceptudmkaTa kntova nposepku Il - nuuo, KOTOpomy B ycTaHOBNEHHOM PeaepanbHbIM
3aKOHOM Mopsigke BblgaH ceptudpmkat knova nposepku OfT;

8) akkpeauTaumsa YL - npusHaHme ynonHoMoueHHbIM dbefeparnbHbiM opraHoM cooTBeTcTBns YL
TpeboBaHuamM PefepanbHOro 3aKkoHa;

9) cpencTea Ol - wWndpoBanbHble (KpunTorpaduyeckme) cpeacTea, UCnonb3yeMble AN peanusaumm
xoTs 6bl 0gHOM U3 cneayoLwmx MyHKUMI - cosganne O, nposepka 31, cosgaHue kntoya 3l u knoya
npoeepku 3rT;

10) cpeactea YL - nporpammHble 1 (Unv) annapaTtHble CPeAcTBa, UCNONb3yeMble NS peanusaumm
pyHKumA YLL;

11) YYaCTHUKM 3M1IEKTPOHHOIO B3aUMOAENCTBUS - OCYLLECTBsOLME 0OMeH MHdopMauveit B
3NeKTPOHHOW hopMe rocyaapCTBEHHbIE OpraHbl, OpraHbl MECTHOTO CamMmoynpaBfieHUs, OpraHM3aLmnn, a Takke
rpaxagaHe.

3. HacTtosawue TpeboBaHus ycTaHaBnusaloT TpeboBaHMsi K COBOKYMHOCTU M NMOPSAKY PacnonoXeHns
nonewn KkeanuguumnpoBaHHoro ceptudukarta (ganee - popma KBanuuumnmpoBaHHoOro ceptudukara).

4, Mpw BKNOYEHMM B COCTaB KBaNMMULMPOBAHHOIO cepTudmKaTa AONOMHUTENbHbIX Nonen
TpeboBaHMS K X HA3HAYEHUIO 1 PACTIONOXEHNIO B KBAaNNMULUMPOBAHHOM cepTudukaTe onpeaensioTcs B
TEXHMYECKOM 3agaHunn Ha pa3paboTky (MogepHu3auuio) cpeacTs YL,

Il. TpeboBaHUA K COBOKYNHOCTU noneun KBanudpuumpoBaHHoro ceptucgpukara

5. TpeboBaHUsi K COBOKYMHOCTU Norei KBannuuMpoBaHHOIo cepTudmkaTa ycTaHaBnMBatoTCs Ha
ocHoBaHun ®efepansHOro 3akoHa.

6. B cootBeTcTBUM cO cTaTbamn 14 n 17 degepanbHOro 3akoHa KBannuumpoBaHHbIn cepTudmkaT
OOMKeH cogepXaTb creayLyo nHpopmauumio:

- YHUKaNbHbIA HOMEp KBanmduLMpoBaHHOIoO cepTudunkaTa;
- AaTbl Ha4yana v OKOHYaHUs AeNcTBKA KBanmduumpoBaHHoro ceptudmnkaTa;

- dhamunus, UMs M OTHECTBO (ecnu umeeTcs) BnagernbLa kBannduumMpoBaHHOro ceptndukarta - ans
dusmnyeckoro nuua, NMbo HaumeHoBaHVEe U MECTO HaxXoXAeHWs BragenbLua KsanuguumposaHHOro
cepTudmkaTa - 4na FOPUANYECKOTO NMua, a Takke B cnydasx, npegycMoTpeHHbIX PedeparnbHbIM 3aKOHOM,
damunus, umsa 1 0T4eCTBO (eCNn MMeeTCs) PU3NYECKoro nuua, AeNCTBYIOLLEro OT MMEHW BriagenbLa
KBannuLMpoBaHHOro ceptudmkara - opmanveckoro nuua Ha OCHOBaHWUW yYpeauTeNbHbIX JOKYMEHTOB
IOPMAMNYECKOTrO LA UNn AOBEPEHHOCTY (Aanee - yNnonHOMOYEHHbIN NpeacTaBuUTeNb PUANYECKOro nnua);
- CTpaxoBoW HOMep MHAMBMAYarnbHOro nuuesoro cyeta (ganee - CHUIIC) Bnagensua
KBanmduunpoBaHHoOro cepTudukaTta - ansg u3an4eckoro nmua;

OCHOBHOW roCyAapCTBEHHbIV perncTpaunoHHbIvi Homep (ganee - OI'PH) Bnagensua kBannuduumpoBaHHOMO
cepTudukara - Ansa pUOaNYEcKoro nuua;

naeHTUrKaUMOoHHbBIN HOMep Hanoronnartenswuka (ganee - MHH) Bnagensua ksanudunumposaHHOro
cepTudmkaTa - Ana IPUANYECKOro Nuua;

Kntoy nposepkn 3T,

HanMeHoBaHue ucnonb3yemoro cpeacrtaa Al u (Mnu) ctangapTel, TPE6OBAHMAM KOTOPbIX COOTBETCTBYET
kntod 3l m knod nposepkun 37,

HauMeHoBaHus cpeacTs 3l 1 cpeacTB akkpeanToBaHHOro YL, koTopble ncnonb3oBaHbl A4S CO3aaHUsA
kntoya 3l, kntoya nposepku 31, kBannnunpoBaHHOro ceptudmkara, a Takke pekBu3nTbl JOKYMEHTA,
noaTBEPXKAALEro COOTBETCTBME YKa3aHHbIX CPeACcTB TpeboBaHNAM, yCTaHOBIIEHHbIM B COOTBETCTBUM C
depeparnbHbIM 3aKOHOM;

HaMMeHOBaHUe U MeCTO HaxoXaeHns akkpeauToBaHHoro YL, koTopbli BblAan kKBanuuLnpoBaHHbI
cepTudukar;

HOMep KBanuduumMpoBaHHOro cepTudmrKaTa akkpeanTosaHHoro YL,

- OrpaHuyeHmns NCMoNb30BaHMS KBanNM@@UUMPOBaHHOIO cepTndukaTa (ecnm Takme orpaHnyYeHns
YCTaHOBIEHDI).



7. KBanudumumpoBaHHbI cepTudukaT LOMMKEH coaepXaTh KBanvduumnpoBaHHyto Ol akkpeantoBaHHoro YLl

(ooBepeHHOro nua akkpeanToBaHHoro YL, ynonHoMouYeHHOro chejepansHOro opraHa), NoATBEPXKAAOLLYH0
NpWHaaNexXHoCTb kniova nposepku 3l Bnagenbuy KBanuguumpoBaHHOro ceptudukara.

8. Mo TpeboBaHmo nNuua, obpaTusLLErocs 3a NonyvYeHMeM KBannuumMpoBaHHOro ceptudukarta (ganee -
3aaBUTESb), B KBaNMULMPOBaHHLIN cepTUmKaT MOXET OONONHUTENBHO BKOYATLCS MHas nHdopMaums
0 BnagenbLe KBanupuuupoBaHHOro ceptudurkara.

Ecnu 3asBuTenem npeacrtaBneHbl B akkpeanToBaHHbI YL foKyMeHThl, TOATBepXaaloLme ero npaso
OeNCTBOBaTb OT MMEHU TPETbUX NNL, B KBANUMULMPOBaHHBIN cepTuduUKaT MOXET ObiTb BKMOYEHA
NHGOPMAaLMSA O TaKNX MPaBOMOYMAX 3asiBUTENS N CPOKE NX OENACTBUS.

lll. TpeboBaHuA K NOPAAKY pacnonoXeHUs nonen KBanmuumMpoBaHHOro
ceptudukara

9. TpeboBaHus Kk NOPsIAKY PacnonoXeHus nonen kKBanudunumpoBaHHOro ceptTudukaTa ycTaHaBnNMBarTCs B
COOTBETCTBMU C OCHOBaMM ayTEHTU(UKALMN B OTKPbITLIX CUCTEMAX * , CTPYKTYPON cepTudmkaTa OTKpbITOro
Krntoya u ceptudpmkaTta atpnbyToB * 1 npodmnem ceptudmkaTa u cnucka aHHynmMpoBaHHbIX cepTudmkaTon ™

* CnpaBoyHOo: OCHOBbI ayTeHTUdmMKaumm B OTKpbITbiIX cuctemax onpegeneHsl B FOCT P UCO/M3K 9594-8-
98 "MHdopmaumnoHHast TexHonorus. Baanmocesasb oTKpbIThIX cucteM. CnpaBoydHmK. YacTb 8. OCHOBBI
ayTeHTMduKauun".

* CnpaBoyHo: CTpykTypa cepTudmkata oTKpbITOro Krtova u ceptudmkara atpubytos onpegeneHa B
mexayHapogHoMm ctangapte ISO/IEC 9594-8:2008 "Information technology - Open systems interconnection
- The Directory: Public-key and attribute certificate frameworks", onyénukosaHHoM no agpecy B
NHOOPMALIMOHHO-TENEKOMMYHUKaLMoHHoN ceTn MHTepHeT: http://www.itu.int/rec/T-REC-X.509-200811-1/en.

* CnpaBoyHo: Mpodunb cepTudmkaTa 1 cnucka aHHyNMpOBaHHbIX CEPTMdUKATOB onpeaeneH B
pekomeHgaumsax IETF RFC 5280 (2008) "Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile", onybnumkoBaHHbIX N0 agpecy B MH(pOPMaLNOHHO-TENEKOMMYHUKALMOHHOW
cetun MHTepHeT: http://www. ietf.org/rfc/rfc5280.txt.

10. CTpykTypa KBanuduumpoBaHHoOro ceptudumkara B oopme 3NeKTPOHHOrO AOKYMEHTa, onpeaeneHHas B
COOTBETCTBMU CO crneumdurkaunern abCcTpakTHON CUHTaKCUYECKOW HOTaLMn BEPCUKN OAMH * , OJPKHA UMETb
cnegyrowmnin obwmi Bua;

* CnpaBoyHo: Cneuundmkauma abCcTpakTHOM CUHTaKCUYeCKOW HoTaumm Bepcumn oguH onpegerneHa B FOCT P
MCO/M3K 8824-1-2001 "MIHbopMaLmMOHHasa TexHonormnsi. AGCTpakTHasi CUHTakcMyeckast HoTauus Bepcum
oavH (ACH.1). Yactb 1. Cneundmkaums OCHOBHOM HoTaumm".

Certificate ::= SIGNED { SEQUENCE {

version [0] Version DEFAULT v1,

serialNumber CertificateSerialNumber,

signature Algorithmldentifier,

issuer Name,

validity Validity,

subject Name,

subjectPublicKeylInfo SubjectPublicKeyinfo,
issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,

extensions [3] Extensions OPTIONAL } }



SIGNED { ToBeSigned } ::= SEQUENCE {

toBeSigned ToBeSigned,

COMPONENTS OF SIGNATURE { ToBeSigned } }
SIGNATURE { ToBeSigned }::= SEQUENCE { algorithmlIdentifier
Algorithmldentifier, encrypted ENCRYPTED-HASH { ToBeSigned } }

ENCRYPTED-HASH { ToBeSigned } ::= BIT STRING (CONSTRAINED BY
{ ToBeSigned }).

11. Mone algorithmldentifier (naeHTUdMKaTOP anropnTma) CoaEpPXKUT MOAEHTUDUKATOP
KpunTorpadu4eckoro anropMtma, ¢ UCnonb3oBaHWEM KOTOPOro akkpeauToBaHHbI YL, noBepeHHoe nuuo
akkpeauToBaHHoro YL nubo ynonHoMoueHHbIN heaepanbHbin opraH cdoopmupoBan 3l HacTosLwero
KBanuduumnpoBaHHoro ceptudmkarta. JononHUTensHO MOryT ObiTb yka3aHbl MapameTpbl
Kpuntorpadu4eckoro anropmtma:

Algorithmldentifier ::= SEQUENCE { algorithm
ALGORITHM.&id ({ SupportedAlgorithms }), parameters
ALGORITHM.&Type ( { SupportedAlgorithms }

{ @algorithm } JOPTIONAL }.

12. Mone encrypted cogepxut B3I, chopMmnpoBaHHYIO akkpeaMToBaHHbIM YL, 4OBEPEHHBIM NULOM
akkpegutoBaHHoro YL nnbo ynonHomoyeHHbIM dhegeparnbHbiM OpraHoM MoA CTPYKTYPUPOBaHHOM
COBOKYMHOCTbIO Nnosnewn ksanuduumpoBaHHoro ceptndukaTa (toBeSigned).

13. Mone version (Bepcusi) cogepxmTt Homep Bepcumn popmaTta ceptudumkara: Version ::= INTEGER {
v1(0), v2(1), v3(2)}.

Beuay HeobxoaMMOCTM UCNONb30BaHNS OOMOMHEHWI cepTudmKaTa 3Ha4eHne Mosis version JOIMKHO
paBHATLCH 2.

14. Morne serialNumber (cepuiiHbIi HOMEpP) OOIMKHO COAepKaTb MNOMOXUTENBHOE Liefnoe YNCIo,
O[HO3HaYHO NAEHTUMULMPYIOLLIEE KBAaNNMUUUPOBAHHLIN CepTUdUKAT B MHOXECTBE BCEX CepTUIUKATOB,
BblJaHHbIX JaHHbIM akkpeauToBaHHbIM YL, goBepeHHbIM NuuoM akkpeautTosaHHoro YL nnbo
YNONHOMOYEHHbIM hefepanbHbIM OpraHoM:

CertificateSerialNumber ::= INTEGER.

15. Morne signature (noanuce) cogepXuT ngeHTudukaTop Kpuntorpaduyeckoro anroputma, ¢
MCMoNb30BaHMEM KOTOPOro akkpeaMTOBaHHbIN YL, foBepeHHoe nuuo akkpeauToBaHHoro YL nnbo
YNONHOMOYEHHbIN heaepanbHbIn opraH cpopmuposanu 3l gaHHOro ksanuULMpoBaHHOro cepTudukara.
Cogepxumoe JaHHOro nons JOMKHO coBnagaTth € cogepXumbim nons algorithmidentifier.

16. Mone issuer (n3gaTtens) umeeT TuN Name u naeHTUUUMPYET akkpeamnToBaHHbIN YL, noBepeHHoe
nnuo akkpegutoBaHHoro YL, nmbo ynonHoMo4veHHbIn dpefepanbHbli opraH, co3gaslumne 1 BblaaBlumne
AaHHbIN KBanuduumpoBaHHbIn cepTudmkat. Tun Name onucbiBaeTcs cneayowmum obpasom:

Name ::= CHOICE { rdnSequence RDNSequence }

RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName ::= SET SIZE (1..MAX)OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE { type AttributeType, value
AttributeValue }

AttributeType ::= OBJECT IDENTIFIER
AttributeValue ::= ANY DEFINED BY AttributeType.

Twn nons value onpegenseTca TMNOM aTtpubyTa, HO B obLiem criyyae B kavecTBe AttributeValue BeicTynaer
Tun DirectoryString:



DirectoryString ::= CHOICE {

teletexString TeletexString (SIZE (1..MAX)),
printableString PrintableString (SIZE (1..MAX)),
universalString UniversalString (SIZE (1..MAX)),
utf8String UTF8String (SIZE (1..MAX)),
bmpString BMPString (SIZE (1..MAX)) }.

17. CtangapTHble aTpMbyThl MIMEHUN OMMCaHbl B CMPaBOYHMKE BblOpaHHbIX TMMOB atpnbyTos * . [Mpu
onucaHun opmbl KBannuUMpoBaHHOrO cepTuduKkaTa UCNonb3ylTca cneayowme ctaHaapTHble atpubyThl
UMEHMW:

1) commonName (obLiee ums).

B kavecTBe 3HaveHWs gaHHOro atpubyTa MMeHU cnegyeT UCMOoNb30BaTb TEKCTOBYHO CTPOKY, COAEpXaLLlyto
UM, PamMUnnIo N OTYECTBO (€cnn umeeTcs) - Ans prM3nyeckoro nuua, UM HaMMeHoBaHue - A4S
topuaundeckoro nuua. O6beKTHbIN naeHTudmkatTop Tuna atpubyta commonName nveet Bug 2.5.4.3; 2)
surname (amunms).

B kauecTBe 3HayeHUs OaHHOro atpmMbyTa MMEeHMW credyeT UCMOoMb30BaTh TEKCTOBYIO CTPOKY, COAepIKalllyio

damunuio pusnyeckoro nuua. O6BLEKTHBIV MAeHTUdUKATOp TUNa atpmubyTta surname nmeet Bug 2.5.4.4; 3)
givenName (npnobpeTeHHoe nms).

B kayecTBe 3Ha4yeHust JaHHOro aTpubyTa MMeHU crefyeT UCMONb30BaTb TEKCTOBYHO CTPOKY, COAEpKaLLyto
UMS 1M OTYECTBO (ecnn nmeeTtca) manydeckoro nuua. O6BbEKTHBIN naeHTuduKaTop Tuna atpmbyrta
givenName nmeet Bung 2.5.4.42;

4) countryName (HanmeHOBaHue CTpaHbl).

B kayecTBe 3HayeHust JaHHOro atpubyTa MMeHu cnegyeTt UCNoNb30BaTh ABYXCUMBOSIbHbIV KO CTPaHbl .
O6bekTHbIN naeHTUdMkaTop TMNa atpnbyTa countryName nmeet Bug 2.5.4.6; 5) stateOrProvinceName
(HaumeHoBaHue wTaTa unm obnactu).

B kayecTBe 3HavyeHus gaHHOro atpubyTta MMeHu crnegyeT NCMOoNb30BaTb TEKCTOBYHO CTPOKY, COAEpXKaLLyto
HanMeHoBaHWe COOTBETCTBYHOLWEro cyobekrta Poccunckon ®egepaunn. O6beKTHbIV naeHTudmKaTop Tmna
atpubyta stateOrProvinceName nmeet Bug 2.5.4.8; 6) localityName (HaumeHoBaHWe HaceneHHoro
MyHKTa).

B kayecTBe 3Ha4yeHWst JaHHOro aTpubyTa MMeHU crefyeT UCMONb30BaTb TEKCTOBYHO CTPOKY, COAEPKaLLyto
HaMMeHOBaHWEe COOTBETCTBYHOLLEro HaceneHHoro nyHkta. O6bEeKTHbIN naeHTudukaTop Tuna atpmubyta
localityName nmeeT Bua 2.5.4.7;

7) streetAddress (Ha3BaHue ynuupl, HOMep Aoma).

B kayecTBe 3HaveHus gaHHOro atpubyTa MMeHu crnedyeT UCMOoNb30BaTb TEKCTOBYHO CTPOKY, COAEpXKaLLyto
YacTb agpeca MecTa HaxoXAeHNsi COOTBETCTBYIOLLErO NMua, BKNIOYaIOLLY0 HaMMeHOBaHWe ynuubl, Homep
AoMa, a Takke Kopryca, CTPOEHUs!, KBapTupbl, noMeLleHus (ecnm umeetcs). O6beKTHbIN ngeHTudukaTop

Tuna aTpmndyta streetAddress umeet Bug 2.5.4.9;

8) organizationName (HaumeHoBaHWe opraHusaumm).

B kauecTBe 3HayeHWs1 4aHHOro aTpnbyTa MMeHu criefyeT UCMONb30BaTb TEKCTOBYH CTPOKY, COAEPXKALLYH
HavMeHoBaHwue topuanyeckoro nuua. O6bEKTHBIN naeHTUgmKaTop Tuna atpubyTa organizationName umeet
Buag 2.5.4.10;

9) organizationUnitName (nogpasgeneHue opraHusauum).

B kauecTBe 3HauyeHUss gaHHOro atpnbyTta MMeHu criegyeTt UCMONb30BaTbh TEKCTOBYH CTPOKY, COOAEPXKaLLYHo
HavMeHoBaHWe nogpasgeneHns puandeckoro nuua. O6bEKTHLIN naeHTUdUKaTop TMna atpndyTta
organizationUnitName nveet sug 2.5.4.11; 10) title (gomxHocCTb).

B kauyecTBe 3HauyeHNs gaHHOro atpubyTta MMeHW crieqyeT UCMOoNb30BaTh TEKCTOBYHO CTPOKY, CoAepKaLLyio
HavMeHoBaHue JOImKHOCTU nNuua. O6beKkTHLIN naeHTndukaTop Tuna atpunbyra title meet Bug 2.5.4.12.

* CnpaBoyHO: BbibpaHHble Tunbl aTpnbyToB onpeaenelsl B FTOCT P MICO/M3K 9594-6-98



"HdopmanmoHHasa TexHonorus. BaanmocBsasb OTKpbITbIX cMcTeM. CnpaBoyHMK. YacTb 6. BeibpaHHble Tunbl
aTpunbyToB" 1 B MexxayHapoaHoMm ctaHgapTe ISO/IEC 9594-6:2008 "Information technology - Open systems
interconnection - The Directory: Selected attribute types", onybnnkosaHHomMm no agpecy B MHOPMaLNOHHO-
TeNnekoMMYHMKaLMOHHON ceTn NHTepHeT: http://www.itu.int/rec/T-REC-X.520-200811-1/en.

” CnpaBoYyHO: [1ByXCMMBOSbHbIE KOAbl cTpaH onpegenersl B F[OCT 7.67-2003 (MCO 3166-1:1997) "Cucrema
CTaH4apToB No MHdopmaumun, bubnnoTedyHomMy 1 nsgatensckomy geny. Kogel Ha3BaHuii cTpan”.

[nsa BkntoyeHus B KBannuununpoBaHHbIn cepTudurkaT MHoM nHdopmauum o Bnagensue
KBanMuLnMpoBaHHOro cepTudurkaTa pekoMeHAyeTCa NCNOMNb30BaTh CTaH4APTHbIE aTPUBYThl UMEHN,
OonuncaHHbIe B CNPaBOYHMKE BbIOpaHHbIX TUMOB aTpmMbyTOB.

18. K pononHutenbHelM aTpnbyTam MMeHn, HeOOXOAMMOCTb MCMONb30BaHUSA KOTOPbIX YCTaHaBNNBAETCS B
cooTtBeTCcTBMM ¢ PeaeparnbHbIM 3akoHOM, oTHocATcs: 1) OGRN (OIMPH).

3HaueHnem atpnbyta OGRN sBnsietca cTpoka, coctosiada ns 13 umdp v npeacrasnstowaa OINPH
BNagernbLa KBanuguumpoBaHHOro ceptudukaTta - opuamyeckoro nuua. O6beKkTHbIN naeHTudukaTop Tuna
atpubyta OGRN umeet Bua 1.2.643.100.1, Tun atpnbyta OGRN onuckiBaeTca cnegyowmm obpasom:
OGRN ::= NUMERIC STRING SIZE 13;2) SNILS (CHUJIC).

3HaveHnem atpubyta SNILS asnseTca ctpoka, coctodwasa u3 11 undp v npeacrasnsiowas CHAUJIC
BnagernbLa KBanmguumpoBaHHOro ceptudukata - pmamdeckoro nuua. O6beKTHbIV naeHTUdUKaTOp Tuna

atpmnbyta SNILS umeet Bug 1.2.643.100.3, Tun atpmnbyta SNILS onnceiBaeTcsa cnegyowmmMm o6pasom:
SNILS ::= NUMERIC STRING SIZE 11; 3) INN (MHH).

3HaveHnem atpubyta INN aBnseTca cTpoka, coctosawasa u3 12 umdp m npeacraensiowas MHH snagensua
KBanMduumnpoBaHHoro cepTtudukata. O6bekTHbIV naeHTudmrkaTop Tuna atpmudyta INN nmeet Bua
1.2.643.3.131.1.1, Tun atpubyTta INN onuceiBaeTtcsa cnegytowmm obpasom: INN ::= NUMERIC STRING SIZE
12.

19. MNone validity nmeet Tnn Validity n cogepxut gatel Ha4ana n OKOHYaHWUs OENCTBUS
KBanuduuuposaHHoro cepTtudumkata. Tun Validity onucbiBaetcs cnegyrowmm obpasom:

Validity ::= SEQUENCE {
notBefore Time,
notAfter Time }

Time ::= CHOICE {
utcTime UTCTime,
generalTimeGeneralizedTime }.
20. None subject umeeT TN Name 1 naeHTUdULMPYET BNagensua KeanuduumnposaHHoOro ceptudukara.

21. MNone subjectPublicKeylnfo umeet Tnn SubjectPublicKeylnfo n cogepxut 3HauyeHne kntoya nposepku Ol
BnagernbLa KBanmduumpoBaHHOro ceptudukaTa, a Takke nageHtudmkatop Kpuntorpagmyeckoro
anropuTma, ¢ KOTOpPbIM JOJIKEH MCNOMb30BaThCS OAHHBIN KITHOY:

SubjectPublicKeylInfo ::= SEQUENCE {

algorithm Algorithmlidentifier, subjectPublicKey BIT STRING }. 22. Heobs3aTernbHble
nons issuerUniqueldentifier n subjectUniqueldentifier umetot Tn Uniqueldentifier. HacToswue
TpeboBaHUA He yCcTaHaBNMBaOT TpeOOBaAHWUI K UCMOSNb30BAHMIO YKa3aHHbIX NOSen.

23. [ononHuTteneHas nHdgopmaums, KacarLwasca NCNofb30BaHUA KBannuumMpoBaHHOIo ceptugukaTa,
BKINKOYaETCS B COCTaB AOMOSTHEHUNA:

Extensions ::= SEQUENCE { extnld
EXTENSION.&id ( { ExtensionSet } ), critical
BOOLEAN DEFAULT FALSE, extnValue OCTET
STRING }.



[na BknoyeHns B KBanmuUUpoBaHHbIN cepTudukat MHOM MHAopMaLMn o BnagensLe
KBannduunpoBaHHOro ceptudmkara, 4ns KOTOpon He NPeAyCMOTPEHbI COOTBETCTBYIOLLNE CTaHAApPTHbIE
aTpubyTbl UMEHK, B TOM Yucne nHopmauum o NpaBoMoYnsiX BnagenbLa KBanuuumpoBaHHOro
cepTudmKaTa u Cpoke Ux eNCcTBusl, peKOMeHayeTCcs Ucrnonb3oBaTh AononHeHue subjectAlternativeName.

24. HononHeHune authorityKeyldentifier (naeHTudpmkatop kntova YL) nmeet tun AuthorityKeyldentifier,
CTPYKTYpa KOTOPOro onpegenseTcs criegyowmmMm obpasom:

AuthorityKeyldentifier ::= SEQUENCE {

keyldentifier [0] Keyldentifier OPTIONAL,
authorityCertlssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }.

B kBanuduuyuposaHHoM cepTudukaTte cnegyeT ucnonb3oBaTb gononHeHune authorityKeyldentifier ¢
3aHeceHueMm B norne authorityCertSerialNumber Homepa cooTBeTCTBYHOLLIErO KBaNnMuLMpoBaHHOIO
cepTudukarta akkpeantToBaHHoro YL nnun goeepeHHoro nuua akkpeautosaHHoro YL nuéo
YNOJTHOMOYEHHOTO oejeparnbHOro opraHa, co3gaBLUero UCXOAHbIN KBanudmumpoBaHHbIA cepTudmkar.
O6bekTHbIN naeHTudmkatop Tvna gononHeHuns authorityKeyldentifier umeet sug 2.5.29.35.

25. HononHeHune keyUsage onpegensieT obnactb nCnonb3oBaHWs krtoda nposepku 3,
coagepxaulerocs B none subjectPublicKeylnfo ksanudpuumnpoBaHHoro ceptudukata. JononHeHne keyUsage
nmeet Tnn KeyUsage, CTpyKTypa KOTOPOro onpeaenseTcsa crneayLwmmMm obpasom:

KeyUsage ::= BIT STRING {
digitalSignature 0),
contentCommitment (1),
keyEncipherment 2),
dataEncipherment 3),
keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly ),
decipherOnly (8)

}

3HaveHue "1" B HyneBom 6uTe 03Ha4aeT, YTo 0bnacTb NUCMONb30BaHMSA Ktova BKoYaeT nposepky 3l nog
3NEKTPOHHBIMY SOKYMEHTaMM, OTAMYHBIMU OT KBanMduLUMPOBaHHbIX CEPTUEUKATOB U CMIMCKOB YHUKArbHbIX
HOMEpPOB KBaNMUUMPOBaHHbIX CEPTUAMKATOB Kntoden nposepkn I, AeNcTBUE KOTOPLIX HA OnpeaesieHHbIN
MOMEHT ObINno npekpatleHo YL Ao ncredeHuns nx gencTems (ganee - CMcoK aHHYyNMPOBaHHbIX
cepTnduKkaToB), NpeaHas3Ha4YeHHbIMU AN1S BbINOSIHEHMS MpoLeayp ayTeHTUdUKaLMm nnm KOHTPons
LenoCTHOCTM.

3HaveHne "1" B nepBoM BMTe 03HayvaeT, 4To 06nacTb MCNOMNb30BaHUA KntoYa BktovaeT nposepky Al nog
3MEeKTPOHHbIMW AOKYMEHTaMW, OTAIMYHBIMU OT KBanMdnLMpOBaHHbIX CEPTUHUKATOB M CMUCKOB
aHHYNMPOBaHHbIX CEPTUAUKATOB, B OTHOLLEHUN KOTOPbIX CTaBMTCA 3agadva obecrneyeHns HeBO3MOXHOCTHU
OTKasa NoAnvcasLIero nuua oT CBOero AenNCcTBUS.

3HaveHne "1" Bo BTOpoM BMTe 03Ha4vaeT, Y4To 061acTb MCNOMb30BaHNS KItoYa BKMNOYaeT 3alimdpoBaHme
3aKPbITbIX UMM CEKPETHbIX KMNoYel, Hanpumep B Liensax ux 3allyLeHHON JOCTaBKu.

3HauveHue "1" B TpeTbeM OMTe 03HAYaeT, YTO 06nacTb UCMONb30BaHMA KoYa BKMOYAET HENOCPEACTBEHHO
3awmndpoBaHme Nornb30BaTENbCKUX OAaHHbIX 6€3 AOMOMHUTENBHOMO MCNOMb30BaHMUA METOL0B
CUMMETPUYHOW KpunTorpagum.

3HayeHne "1" B yeTBEPTOM OMTE O3HAYaET, YTO 06NAacTb UCNONBb30BAHNUS KITOYa BKITOYAET cornacoBaHme
Krnouen.

3HaveHue "1" B NnsiTom GUTE 03Ha4YaeT, 4To 06nacTb MCMONb30BaHUS KIkoYa BKIKOYAET NPOBEPKY noanucemn
noa KeanuduumpoBaHHbIMKU cepTudmkatamu. 3HavyeHme "1" B Lectom GuTe o3HavaeT, 4To obnacTb
NCNONb30BaHUS KITkoYa BKITHOYAET NPOBEPKY NOANMUCEN NO4 CNUCKAMUN aHHYITMPOBAHHbIX CEPTUUKATOB.



3HaueHne "1" B ceabMom GuTe 03HavaeT, 4To obnacTb UCMOMNb30BaHWS KINOYa BKNIOYAET 3alumdpoBaHme
AaHHbIX B NMPOLIECCEe COrnacoBaHUs Kroyen (Npu 3ToM B YeTBEPTOM BuUte A0MKHO BbiTb 3Ha4YeHne "1").

3HayeHne "1" B BOCbMOM B1Te 03Ha4aeT, YTO 06nacTb UCNOMNb30BaHUA KkoYa BKMOYaeT paclumdpoBaHme
AaHHbIX B NPOLIECCEe COrnacoBaHUs Kroyen (Npu 3ToM B YeTBEPTOM Bute A0MKHO BbiTb 3Ha4YeHne "1").

O6bekTHbIN ngeHTudmkaTop aononHeHus keyUsage umeet Bng 2.5.29.15.

26. lononHeHue certificatePolicies npeaHasHavyeHo ans 0603HaYeHMS NONUTUK cepTUdMKaLnn, B
COOTBETCTBMU C KOTOPbIMM JOJPKEH MCNONBb30BaThCs KBAaNUMUMpoBaHHbIN cepTudmkat. Tvn
CertificatePoliciesSyntax, onuceiBatouin gononHeHue certificatePolicies, onpegenseTcsa cneayowmm
obpasom:

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policylnformation

Policylnformation ::= SEQUENCE {
policyldentifier ~ CertPolicyld,

policyQualifiers SEQUENCE SIZE (1..MAX) OF PolicyQualifierinfo
OPTIONAL }

CertPolicyld ::= OBJECT IDENTIFIER PolicyQualifierinfo ::=
SEQUENCE { policyQualifierld PolicyQualifierld,
qualifier ANY DEFINED BY policyQualifierld }

PolicyQualifierld ::= OBJECT IDENTIFIER.

O6bekTHBIN naeHTUdrkaTop fononHeHus certificatePolicies nmeeT Bug 2.5.29.32.

27. Ons 0603HaveHuns knacca cpencts Al Bnagensua KBanMpuUUMpoBaHHOro cepTudmkaTa JOSKHbI

NPUMEHSITLCA creayoLwme ngeHtTudmkaTopsl: - 1.2.643.100.113.1 - knacc cpeactsa 3l KC1,

-1.2.643.100.113.2 - knacc cpeactsa 3l KC2,

-1.2.643.100.113.3 - knacc cpeactsa 3l KC3,

- 1.2.643.100.113.4 - knacc cpeactea 31 KB1,

- 1.2.643.100.113.5 - knacc cpeactea Al KB2, - 1.2.643.100.113.6 - knacc cpeactea 3l KA1.

28. CBeaeHus o knacce cpeacts Ol Brnagenbua KBannduumMpoBaHHOro ceptudukaTta gOMmMKHbI ObITh

yka3aHbl B gononHeHuu certificatePolicies nytem BknoveHns cneayowmx naeHTMgrKaTopos:

- ansa knacca cpegets Ol KC1: 1.2.643.100.113.1,

- ansa knacca cpegets 9N KC2: 1.2.643.100.113.1, 1.2.643.100.113.2,

- ansa knacca cpegets AN KC3: 1.2.643.100.113.1, 1.2.643.100.113.2, 1.2.643.100.113.3, - anda knacca
cpeacts Ol KB1: 1.2.643.100.113.1, 1.2.643.100.113.2, 1.2.643.100.113.3, 1.2.643.100.113.4,

- Ans knacca cpencts Ol KB2: 1.2.643.100.113.1, 1.2.643.100.113.2, 1.2.643.100.113.3,
1.2.643.100.113.4, 1.2.643.100.113.5,

- ans knacca cpeacts 3N KA1: 1.2.643.100.113.1, 1.2.643.100.113.2, 1.2.643.100.113.3,
1.2.643.100.113.4, 1.2.643.100.113.5, 1.2.643.100.113.6.

Ina cpepcts 3l1, KNacc KOTOPbIX OTAMYAETCA OT kracca cpeacTB YL, B KOTOPbIX MCMONb3YHTCA YKa3aHHbIe
cpeactea Ol1, cnenyeT ykasbiBaTb MAeHTUdUKATOPLI AN knacca cpeacts Ol, COOTBETCTBYIOLLErNO Kraccy
cpencts YL.

29. Ons ykasaHusa B kBanumunpoBaHHOM cepTudukaTe HaMMeHOBaHUS UCNOMb3yeMOro BraaenbLUem
KBanuuumupoBaHHOro ceptudmkata cpeactea Il 4OMKHO NCNOMNb30BaThCS HEKPUTUYHOE AOMNONHEHNE



subjectSignTool Tuna UTF8String SIZE(1..200), 06beKTHbIN MAEHTUUKATOP KOTOPOro NMeeT BUA,
1.2.643.100.111.

30. [na ykasaHusa B kBanuduumpoBaHHOM cepTudurkaTe HammeHoBaHus cpeacts 3 n cpeacTs
akkpeguToBaHHOro YL, koTopble ucnonb3oBaHbl 4518 co3aaHus kntova 3l kntoda nposepku 3N,
KBanMpuuupoBaHHOro cepTudurkaTa, a Takke PeKBU3UTOB LOKYMEHTA, NOATBEPKAAIOLLEro COOTBETCTBME
yKa3aHHbIX CPeACTB TpeboBaHUsIM, yCTaHOBMNEHHbIM 3akoHoAaTenbcTBoM Poccunckon ®egepauum, 4OMKHO
NCNoNb30BaTbCHA HEKPUTMYHOE AononHeHue issuerSignTool Tuna IssuerSignTool, nmetowero cneaytoulee
npeacTaBneHue:

IssuerSignTool ::= SEQUENCE {
signTool  UTF8String SIZE(1..200),

cATool UTF8String SIZE(1..200),

UTF8String SIZE(1..100),
signToolCe
rt
cAToolCert UTF8String SIZE(1..100) }.

B cTpokoBom none signTool gomkHO cogepxaTbCsi NONHoe HaMMeHoBaHue cpeactea A1, koTopoe Gbino
NCNonNb30BaHO ANns co3gaHusa kntoda M, knoya nposepkn Il 1 kBanudULMpoBaHHOro ceptTudumkara.

B ctpokoBom none cATool oMmKHO coaepaTbCa NOSTHOE HaMMeHOBaHWeE cpeacTBa akkpeauToBaHHoro YL,
KOTOpoe 6bINo NCnonb3oBaHO ANnga cos3gaHus krntoda 31, knoya npoepkn Il 1 kBanMULNMPOBAHHOTO
cepTudukara.

B ctpokoBom none signToolCert gomkHbl cogepxaTtbcsi pekBu3nTbl 3akntodeHmns PCB Poccum o
NOATBEPKAEHUN COOTBETCTBUSA cpeacTaa I, koTopoe 6bIno NCNonb30BaHO AN co3daHus krtoda I,
kntoya npoeepkun 31, TpeboBaHUsAM, yCTaHOBMEHHBIM B COOTBETCTBUM ¢ PefeparnbHbiM 3aKOHOM (Jarnee -
3aKnyeHne 0 NoATBEPXKOAEHMM COOTBETCTBUSA CPEACTBA 3NEKTPOHHON NOANUCH).

B ctpokoBom none cAToolCert 4omkHbI coaepxaTbCs pekBU3nNTbI 3akntoveHnss ®Cb Poccun o
noATBEPXKAEHMN COOTBETCTBMSA cpeacTea YL, koTopoe 6bino MCcnonb30BaHoO ANsi CO34aHus
KBanuduunpoBaHHoro ceptudurkara, TpeboBaHUAM, yCTaHOBMNEHHBIM B COOTBETCTBUM ¢ DefepanbHbIM
3aKOHOM (Zanee - 3aknyeHne o NOATBEPXKAEHUN COOTBETCTBUSA CPeacTBa yOOCTOBEPSIOLLEro LEeHTpa).
O6bekTHbIN nageHTudmkatop tmuna IssuerSignTool nmeet Bua 1.2.643.100.112.

IV. Tpe6oBaHuA kK hopme kBanucpuumpoBaHHOro ceptucpukaTta Ha byMaKHOM
HocuTene

31. dopma kBannUUUpOBaHHOIO cepTudmkata Ha BymakHOM HocuTene AOSMKHA YAOBNETBOPSThL
crnegyowmnm TpeboBaHuAM:

- oTObpaxeHue Bcex nonew kBanupuumMpoBaHHOro cepTudukara B Buae, NPUrogHoM Ansi BOCNpUATUS
YenoBeKOM;

- oTobpaxeHWe coaepallieincs B KBannpuuupoBaHHOM cepTudukaTe nHcpopmMaumm o
HauMeHOBaHUSAX, UMeHaxX, MecTe HaxoXaeHusl, 06nacTi NpUMeHEHUs U Apyro MHAOPMaLUn Ha PYCCKOM
A3bIKE C UCMONb30BAHMEM CUMBOJIOB KMPUINIIMYECKOro andaBuTa;

- NPUro4HOCTb Ans NpoBeAeHUst hopmanm3oBaHHOM NpoLUeaypbl KOHTPONS COOTBETCTBUS
KBannuuupoBaHHOro ceptTudmkaTa B opmMax 3neKTpOHHOIO JOKYMEHTA M JOKYMEHTa Ha GyMaxXHOM
HocuTene.

[onyckaeTtca He oToGpaxaTb B KBAanMULMPOBaHHOM cepTudnkate Ha GyMmaxHOM HOCUTEre 3HaYEeHNS
nonem, KOTopble PUKCUPOBaHbLI ANS BCeX KBanMpuuMpoBaHHbIX CepTUdUKATOB (Hanpumep: none version
UMeeT 3HauYeHune 2, COOTBETCTBYIOLLIEE Bepcum v3).

HonyckaeTtcs B kBanMpununpoBaHHOM cepTudmkate Ha GymaxHOM HocuTene ogHOKpPaTHO oTobpaxaTb
nHdopmaLmio, kKoTopas oyonmpyeTcs B pasnuyHbIxX nonsx (Hanpumep, algorithmidentifier n signature).

32. O6wuin BuA KBannuUMpoBaHHOIO cepTudmrkara Ha bymaxHoM HocuTene Ans Bnagensua -
hm3nyeckoro nuua npmeeaeH B npunoxeHun Ne 1 k HactoswmmM TpeboBaHUsM.



O6wmn Bng kBanmuLnMpoBaHHOro cepTudmrkaTa Ha BymaKHOM HocuTerne Ans BnagensLa - puanveckoro
nvua npueegeH B npunoxexHmun Ne 2 k HacTtoswmm TpeboBaHusaM.

MpunoxeHne Ne 1
kK TpeboBaHusam (n. 32)

O6wunn Buag kBannduumpoBaHHOro ceptudmnkata Ha 6ymaxHom
HocuTene Ans Bragenbua - gusnyeckoro nuua

Homep kBanudumumpoBaHHoro ceptudukaTa: <serialNumber>
[HenctBre kBannmpumumnpoBaHHOro cepTudmkara: ¢ <notBefore>
no <notAfter>

CsegeHus o0 BnagenbLe KBannuumpoBaHHOro ceptudukaTa

damunus, umsi, otdecTBo: <commonName>
CTpaxoBoi Homep nHAMBUAYyanbHoOro nuuesoro cyeta: <SNILS>

CeepneHus 06 usgarene ksanuuumpoBaHHOro ceptudumkara

HavnmeHoBaHuWe ygocToBepsitoLero LeHTpa: <commonName>

MecTo HaxoxaeHusa ygocToBepsioLLero ueHTpa: <countryName>,
<stateOrProvinceName>, <localityName>, <streetAddress>

‘loBepeHHOEe N0 YAOCTOBEPSIOLLEro LeHTpa: <surname>, <givenName>
Homep kBanuduvumpoBaHHOro cepTudmKaTa yaoCTOBEPSIOLLENO LIEHTpa:
<authorityKeyldentifier.authorityCertSerialNumber>

HaumeHoBaHve cpefcTBa aneKkTpoHHOM noanucu: <issuerSignTool.signTool>
PexBnaunTbl 3aknoveHnst o NOATBEPXKAEHNN COOTBETCTBUSA CPeACTBa 3NIEKTPOHHOW NOANUCH:
<issuerSignTool.signToolCert>

HaumeHoBaHve cpefcTBa yoocToBepsitoLlero LeHTpa: <issuerSignTool.cATool>
PekBU3nTbI 3aKni0YeHNss 0 NOATBEPKAEHMN COOTBETCTBMS CpeacTBa
yaocToBepsitoLLero LeHTpa: <issuerSignTool.cAToolCert> Knacc

CpeacTB ygocToBepsioLero LeHTpa: <certificatePolicies>

CBefieHUs1 O KIo4e NPOBEPKU SMEKTPOHHOM noanucu

VMcnonb3yemblii anroputm: <algorithm>

‘Ucnonb3yemoe cpencTBoO 3nekTpoHHONM noanucu: <subjectSignTool>
Knacc cpeactsa anektpoHHoun nognucu: <certificatePolicies>
O6nacTtb ncnonb3oBaHus kntova: <keyUsage>

3Ha4veHue knoya: <subjectPublicKey>

OneKTpoHHasi NoANUCh Mo KBanMuUMPOBaHHbLIM cepTudmKaToM



Wcnonb3yemebiin anroputm: <algorithmldentifier>

3HayeHune anekTpoHHON noanucu: <encrypted>

Moanuck ynonHOMOYEHHOro nuua |/ <pacwmdpoBska nognucn>/
M.IM.
OTMEYEeHbI NONS, KOTOPbIE B KBANMMPULNPOBAHHOM cepTudmKaTe MOryT OTCYTCTBOBATb.

"sn

CumBonom

MpunoxeHne Ne 2
kK TpeboBaHusam (n. 32)

O6wunn Buag kBanndmumpoBaHHOro ceptudmnkata Ha 6ymaxHom
HocuTene Ans Bragenbua - opugnyeckKoro nuua

Homep ksanuduumposaHHoro ceptudunkaTa: <serialNumber>
[encteune kBannmuMpoBaHHOrO cepTugukara: ¢ <notBefore>
no <notAfter>

CeepneHus o BnagenbLe KBanuuumpoBaHHOro ceptndurkara

HanmeHoBaHue topuaunyeckoro nuua: <commonName>

OcHoOBHOW rocyaapCTBEHHbIN perncTpaumnoHHbIn Homep: <OGRN>
VaoeHTUMKaLMOHHbIN HoMep HanoronnaTenbLmka: <INN>

MecTo HaxoxaeHus opuanyeckoro nuua: <countryName>,
<stateOrProvinceName>, <localityName>, <streetAddress>
*YNONMHOMOYEHHBIN NpeacTaBUTENb opuan4eckoro nuua: <title> <surname>
<givenName>

CeepneHus 06 usgarene kBanuumumMpoBaHHOro ceptudurkara

HaumeHoBaHve ygocToBepstoLLero LeHTpa: <commonName>

MecTo HaxoxaeHus yoocToBepsoLLero ueHTpa: <countryName>,
<stateOrProvinceName>, <localityName>, <streetAddress>

‘[loBepeHHOEe N0 YAOCTOBEPSIOLLEro LeHTpa: <surname>, <givenName>
Homep kBanuduumpoBaHHOro cepTugurKaTa yaoCTOBEPSIIOLLETO LieHTpa:
<authorityKeyldentifier.authorityCertSerialNumber>

HaumeHoBaHve cpefcTBa aneKkTpoHHOM noanucu: <issuerSignTool.signTool>
PexBnaunTbl 3aknoveHnst o NOATBEPXKAEHNN COOTBETCTBUSA CPEeACTBa 3NIEKTPOHHOW NOANUCH:
<issuerSignTool.signToolCert>

HaumeHoBaHve cpefcTBa yaocToBepstoLlero ueHTpa: <issuerSignTool.cATool>
PekBn3unTbl 3akntoyeHns o noareepXXaeHnn cooTBeTCTBMUA CpeacTtBa
yaocToBepsitoLlero LeHTpa: <issuerSignTool.cAToolCert> Knacc

CpeAcTB ygocToBepsitoLero ueHTpa: <certificatePolicies> CeeneHusi

O KIoYe NpoBEPKU ANIEKTPOHHON Noanmncu



VMcnonb3yemblii anroputMm: <algorithm>

‘Ncnonb3yemoe cpeacTBO anekTpoHHoW nognucu: <subjectSignTool>
Knacc cpeacTtBa anekTpoHHom noanucu: <certificatePolicies>
O6nacTb ncnonb3oBaHus kntova: <keyUsage>

3HaueHue kntova: <subjectPublicKey>

OneKTpoHHas NOANUCH NOA KBanuMULMPOBaHHLIM cepTudmkaTom

Wcnonb3yembin anroputm: <algorithmldentifier>

3HauveHue aneKkTpoHHOM noanucu: <encrypted>

Moanuck ynonHOMoYeHHoro nuua / <pacwmcposka nognmcm>/
M.IM.
OTMeYeHbl Norsl, KOTopble B KBannuumpoBaHHOM cepTudmKaTe MOryT OTCYyTCTBOBaTb.

"sn

CumBonom

HasBaHue: Npukas GegepancHon cnyxbbl 6e3onacHocTn Poccuickon degepaumm ot 27 gekabps 2011
roga Ne 795 "O6 ytBepxaeHun TpeboBaHun k popme KBanuuumpoBaHHOro cepTudukaTa Knoya npoBepKm
3NEeKTPOHHOM nognucn”

Hata BctynneHus B cuny: 27.04.2012



